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‘4‘ AT Level I Training

ANTITERRORISM

Remember: S51!
See Something Suspicious,
Say Something Immediately!

UNCLASSIFIED


http://www.ima.army.mil/insignia.asp

4‘ What will you get from this?

/

I~/

e An understanding of the terrorist and the
insider threat to your community

e Knowledge of what to report and how

e An understanding of the measures to take
for yourself and your family in crisis
situations

o A greater appreciation for your critical
role in making Vicenza a harder target
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USAG-V Threat Assessment

P 3 3

VICENZA
Milicary Community

O Terrorist threat is SIGNIFICANT (per DIA)
d Criminal threatis MEDIUM

d Gang threatis LOW

d Direct protester threat is LOW

d Subversive threat is LOW

d The probability that a cyber attack would
incapacitate the USAG-V mission is LOW

(J The risk to USAG-V assets is rated as LOW

“The perceived absence of a threat does not

constitute the lack of a threat.”
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P 3 3

VICENZA
Milicary Community

Threats to the Vicenza Community

d “Illegal taxi” usage

1 House break-ins

d Phishing scams

 Incidental threat from demonstrations/protests

J Facebook/LinkedIn/Internet

“The perceived absence of a threat does not
constitute the lack of a threat.”
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What Should You Report

Potential threats of acts of violence

Any attempts to gain unauthorized access to
your facilities

Suspicious or unusual interest in your
security procedures

Attempts to obtain personal information on
personnel by unauthorized persons

Inappropriate photography or videos, note-
taking, drawing of diagrams, annotating maps,
using binoculars or night vision devices

Anything you find suspicious, unusual or
“JUST NOT RIGHT”

UNCLASSIFIED
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¥4 What's Suspicious Activity?

/-L__._J JL.L\
Milizary C munity

Unusual or suspicious activity does not necessarily mean that terrorist activity
is happening, but be aware of the following suspicious behaviors:
-Individuals:

- acting furtively and suspiciously

- avoiding eye contact

- departing quickly when seen or approached

- in places they don’t belong
- A strong odor coming from a building or vehicle
- An overloaded vehicle
- Fluid leaking from a vehicle, other than the engine or gas tank

- Overdressed for the type of weather

UNCLASSIFIED



What would you report about this person?

Description:
4 - Caucasian male, possibly Hispanic
| - Straight dark brown hair—to the bottom of
the ears on the sides and collar-length in the
back, bangs to the eyebrows; full moustache;
- Average build with thick neck; thick lower
| lip

.| - No noticeable scars, tattoos or disabilities -
N = | Eyecolor unknown, wearing sunglasses. - --
AND WHY WAS Wearing blue jacket, long dark blue or black

[T chino pants, and new-looking white sneakers.

SUSPICIOUS?

UNCLASSIFIED
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T What would you report about this
i vehicle?

| Description:
i@ - Blue Chevy Astro van; silver splash
| guard around bottom
= - Pennsylvania license plate number FJ
= 6381
— | - Rust spots and discoloration on the
back left door panel; rust above the back
AND WHY WAS  Ieft wheel
IT - White bumper sticker with red lettering
SUSPICIOUS? on back left side of the bumper

UNCLASSIFIED
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e Log on to the USAREUR Portal -
http://www.eur.army.mil/eureport/default.html

e Military Police - 0444 71 7626 (DSN 634-
7626) or Toll Free 800 064 077

e Vicenza Military Intelligence Detachment
(VMID)- 0444 71 7688 (DSN 634-7688)
(during duty hours)

o After hours - 331 117 2142

UNCLASSIFIED
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Suspicious Activity Reporting Portal

VICENZA

Milicary Community

Quick Links

Home

Repost Suspidious USAREUR Reporting Portal

Military Police <«

Counterintelligence To report an <’{‘,Iick here to access [ 2

imminent threat or crime in progress, reporting templates<

please immediately contact
the Military Police Office by dialing DSN 114,

OR

host-nation law enforcement by dialing commercial

in Germany or Netherlands: 112
In Italy: 112 or 118
Education: In Belgium: 112 or 101,

Law Enforcement

Otherwise, to report suspicious

activity Click HERE

Grab your own
iWatch/fiSalute Report Button!

http://www.eur.army.mil/eureport/default.html

Problems with the portal?
Let the webmaster know.
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Lone Wolf Terrorists
in Europe

VICEN L’L\

Milicary Community

-Sweden, 1991/1992, right-wing Swiss-German immigrant John Ausonius shot
eleven dark-skinned people, killing one.

- Between 1993 and 1997, Franz Fuchs, an Austrian, killed four people and
injured 15, using three improvised explosive devices and five waves of 25
mailbombs in total.

- London, April 1999, David Copeland targeted blacks, Asians and gays with
nail bombs, killing three and injuring 129 —

- Netherlands, 2002, Dutch politician Pim Fortuyn was murdered by Volkert
van der Graaf, an environmental activist who declared he saw Pim Fortuyn as a
threat to Dutch society.

- Frankfurt, Germany, 2 March, 2011, Arid Uka shot and killed two United
States soldiers and seriously wounded two others

- Norway, July 22, 2011, Anders Behring Breivik killed 77 people in 2 consecutive
attacks

- Florence, Italy, 14 Dec 2011, Gianluca Casseri killed 2, injured 1

UNCLASSIFIED



¥yl  How can you spot an “Insider Threat?”
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Early recognition of a threat can prevent an incident. Pre-attack
indicators may include:

- Anti-American statements asserting that US policy and authority is
illegitimate

« Aggression or threats toward coworkers

* Presence of unauthorized weapons

 Unfounded allegations of US persecution or prejudice against a minority
group or religion

« Abnormal mood swings or depression, withdrawn behavior, decrease in
hygiene, suicidal remarks, paranoia

» Flashbacks to prior traumatic events
» Abuse of alcohol or drugs
* Repeated violation of policies

» Talk of domestic / financial problems
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Insider Threats
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SGT William Kreutzer killed 1
officer and wounded 18 others in
shooting attack at Ft. Bragg, 27 SPC Hasan Akbar killed 2 officers
and wounded 14 others in grenade
attack in Kuwait, 23 Mar o3

SGT John Russell killed 2 officers
and 3 Soldiers at Camp Liberty,
Irag, 1 May o9
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Lone Wolf Terrorists
Insider Threat

N 3
VICENZA
Military Co

tary Community

b Bi- e A

Seung-Hui Cho
MAJ H
J Hasan “You had a hundred

billion chances and
ways to have avoided today.’

“I'm going to
do good work for God”
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Lone Wolf Terrorists
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e Can execute a terrorist attack
singlehandedly

e May claim affiliation with a known
terrorist organization (“terrorist cred”)

e Difficult to identify and track

e Requires greater vigilance on our part
to prevent attacks

UNCLASSIFIED



W Active Shooter Awareness

VICENZA
Milizary Communit
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QQ: What is an “Active Shooter?”

A: An Active Shooter is someone actively engaged in
killing or attempting to kill people in confined and/or
populated areas, typically using firearms. Oftentimes
these events evolve into hostage situations if the
shooter has not either been neutralized or taken his
own life. Active shooter incidents typically last about

15 minutes on average.
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L "‘ Active Shooter Preparation
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You and your organization can be prepared in advance!
- Determine possible escape routes

- Identify two nearest exits in any facility you visit

- Practice lock-down procedures in your office/building
-Specific circumstances will dictate the specifics of your
response

- Remember: there may be more than one shooter

Active shooter situations are unpredictable and can evolve
quickly. Potential responses include, in order:

* Evacuate

* Lock down

» Take action against the active shooter

» Cooperate with first responders

UNCLASSIFIED



UNCLASSIFIED

~ n"‘ How do you “Lock down?”

w C._a_J\lLA
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- turn off all lights
- close curtains/shades
- cover window glass on doors if possible
- secure doors and windows; block the door as best
you can to slow down an intruder
- turn off cell phones
- use objects (furniture, equipment) to hide behind for

cover and stay out of sight

UNCLASSIFIED
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Reporting the Incident

My 2 A
VICENZA
Milizary Community

Dial 113!
Give location and incident details:
- building and/or room number
- number of people in building and/or room
- injuries - number and type
- number of shooters, type of guns (pistol, rifle, etc)
- if you cannot speak, leave the line open so police can hear

what’s going on

UNCLASSIFIED
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Incidents in Italy

VICENZA

Milizcary Community

Caserma Santa Barbara, 12 Oct 09
e First attack on Italian military installation
e Attacker and one Italian Soldier injured

UNCLASSIFIED
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Incidents in Italy

g X
VICENZA

Milizcary Community

Pisacane Barracks, Livorno, 31 Mar 2011

e Second attack on Italian military installation in
two years

e One Italian Officer injured

LTC Alessandro Albamonte, Chief of Staff,
Folgore Bde

UNCLASSIFIED
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Incidents in Italy, 2011

v Jc_c_ N LA
M C nity

Equitalia Office, Rome

e Parcel bomb delivered g9 Dec 11; second letter
bomb delivered on 15 Dec - defused

e Director received injuries to hand and eye

e Informal Anarchist Federation claimed
responsibility

UNCLASSIFIED
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Incidents in Italy, 2011

VICENZA

Military Community
DATE CITY INCIDENT
Jan-19 Rome Government deports convicted Algerian terrorist
Feb 12 Lampedusa 3 Moroccans arrested as terror suspects
Feb 21 Milan Milan airport terminal evacuated after shooting
Mar 31 Livorno Mail bomb explodes at Folgoria Bde barracks

Italy deports Tunisian held at Guantanamo for 8 years

Apr 20 Rome

Apr-25 Rome Alitalia crew foils hijacking attempt

Jul 14 Rome-Naples Explosive device found on Rome-Naples train line

Oct 16 Rome Occupy protest in Rome hijacked by rioters
Student demonstrators clash with police

Nov 17y Rome

Decog Rome Parcel bomb explodes at Equitalia Office

Dec13 Florence Racial shooting kills two, severely wounds one

UNCLASSIFIED
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VICENZA

Soft Target Attacks

Milizary Community

3 Mar 2009
Lahore, Pakistan

- 8 killed (6 policemen)

* 12 terrorists in 2-man teams
- Attack on Sri Lankan cricket
team traveling to stadium

* Used small arms, rockets and

grenades

* Carried backpacks and blended
back into population

UNCLASSIFIED
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Soft Target Attacks

Vi CENZA
i nunicy

Milizary Community

21 Nov 2008
Mumbai, India

- 173 killed, 308 wounded

* 10 attackers, several teams
- Attacked multiple lightly
secured public facilities

- Stormed hotels, took hostages,

and set fires
* Used small arms, rockets and

IEDs
* g of the 10 attackers were killed
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http://www.google.com/imgres?imgurl=http://dalje.com/slike/slike_3/r1/g2008/m12/y189253002435884.jpg&imgrefurl=http://dalje.com/en-world/pakistan-army-had-hand-in-mumbai-attacks/211267&usg=__m05YdHladwBDiz2O16eZxH4EiiY=&h=300&w=400&sz=25&hl=en&start=17&zoom=1&itbs=1&tbnid=YJYbcNBGzl9k_M:&tbnh=93&tbnw=124&prev=/images?q=mumbai+attacks&hl=en&gbv=2&tbs=isch:1

World Trade Center Bombing
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26 February 1993
(1t attempt)

* 6 Deaths, 1041 injured

* $1 Billion in Damage
* Sheik Rahman in a

12’ X 11’ cell -
PRICELESS!

Lesson learned: Don’t
expect to get your
deposit back when you
blow up a rented van!
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USS Cole

* Yemeni Port in Aden 12 October 2000

» 17 Sailors Killed

* 39 Sailors Wounded

Red BAHRAIN OMAN
=

SUDAN \>%°
an:

* $250 million in damage

ERITREA °

* Suicide attack using a small boat laden with

explosives (24 attempt)

Abdel Rahim al-Nashir

UNCLASSIFIED
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September 11" 2001

* Coordinated suicide attacks
with four hijacked commercial
airliners

- 19 Hijackers (al Qa’ida)
* 3030 people killed
* 2337 injured

 Changed our way of life
forever

 Reporting suspicious activity
WILL HELP prevent Vicenza
from becoming part of history

UNCLASSIFIED
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How do they do it?

5
VICENZA

Milizcary Community

ACTIVE SHOOTER RESPONSE
l i‘._ o ..“..]l 3 :’:.?::'?—:
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Cyber Security

VICENZA

Milicary Community

Information that individuals post online can be used in a variety of
ways by adversaries to include:

* Exposing OPSEC Vulnerabilities

— They will build a target profile on you and your organization based on the
information you post online

* Force Protection- Personal Security

— Physical Attack

— Kidnapping

* Information Warfare

— Cyber Crimes- Goal is to gain access to our networks to steal
information or disrupt the network, or steal your personal information
(identity theft)

 Criminal Activity

— Bribery/Blackmail
— Humiliation Adversaries will target you at
— Other criminal acts home or at work, wherever

they can gain access

UNCLASSIFIED
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Packaging

VJC.EJ\JAA

Milizcary Cormr ity

e Pipes and tubes

e Suitcases/briefcases

e Handbags/purses

e Soap dishes/liquid containers
e Shoes

e Postal packages

e ToOys

e Cellphones/pagers

o Computers

o IMAGINATION IS THE ONLY
LIMITATION!

UNCLASSIFIED



UNCLASSIFIED

Delivery Methods
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e Vehicle
e On person/suicide bomber
e Hand-carried/emplaced
e Mailed
e Projectile
o IMAGINATION IS
THE ONLY LIMITATION!

UNCLASSIFIED
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VICENZA

Milizary Community

e Most common means of attack -
the terrorists’ tactic of choice

e Either device or delivery -
Imagination is the only limitation

o Ifit looks strange, it probably is -
DON'T TOUCH!

e Inexpensive to produce and low
risk to the perpetrator

o Attention-getter

UNCLASSIFIED



ners=i® Vehicle-Borne Improvised
Explosive Devices (VBIED)

Y 3D ;
VICENZA
Milizcary C
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e Our most
dangerous threat

e (an be any kind
of vehicle

e Look for obvious
signs: rear end
loaded down,
nervous driver

UNCLASSIFIED
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Terrorist Planning & Attack Cycle

e Phase I: Broad target selection

e Phase II: Intelligence gathering & target
surveillance — where you can help us!

® P
® P
® P
o P

hase III: Specific target selection

hase [V: Pre-attack surveillance & planning
hase V: Rehearsals

hase VI: The attack

o P

hase VII: Escape & exploitation

UNCLASSIFIED
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Terrorist Planning & Attack Cycle

1/ (.._u_l 44/
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Intelhgence gathering & target surveillance

e Photography of target area and surrounding area

e “Boundary probing” - physical approaches to
measure restrictions to access/reactions by security

e Surveillance of target
e Questioning about security practices and procedures

e Presence of an individual or group in a clearly
marked restricted area

UNCLASSIFIED
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SURVEILLANCE IS THE VISIBLE

_ N ’
VICENZA
Milizary Community

HAND OF THE TERRORIST

This is the key phase of an attack plan where you can
help prevent the attack from occurring!
Report suspicious incidents! S5I

UNCLASSIFIED
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» f"’ What to look for

"VJ C_;J\JLA
Mi Community

e Multiple sightings of the same suspicious person,
vehicle, or activity separated by time, distance, or
location

e Individuals who stay at bus or train stops for
extended periods of time when buses and trains
come and go

e Individuals who order food at restaurants and then
leave before the food arrives or order without
eating

o ANYTHING THAT JUST DOESN’'T SEEM RIGHT!
RePort susPicious incidents! S5l

UNCLASSIFIED
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e Individuals drawing pictures or taking notes in an
area not normally of interest to a tourist

e Photographing security cameras, guard locations

e Jogger who stand and stretch for an inordinate
amount of time

e Individuals who don't fit the surrounding
environment

o ANYTHING THAT JUST DOESN’'T SEEM RIGHT!
Report suspicious incidents! S5I

UNCLASSIFIED
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Countermeasures for
Prevention and Deterrence

e Random AT Measures (RAMs)*

e Surveillance Detection®

e An inquisitive nature®

e Analysis of threat information (based on your
reporting)*

e Physical security measures (barriers, etc)

implemented based on your reporting*

* - You have a role in all of these!

UNCLASSIFIED
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¥4 Random AT Measures (RAM)

7

Random use of different force protection measures -
changes the routine

Increases YOUR threat awareness and impacts
terrorists’ planning efforts

Increases effectiveness of security personnel by
changing procedures

Be a Team Player: cooperate with RAM’s

RAMs - a program that is in compliance with
DoD standard 13, from DoD Instruction 2000.16

and is applicable to EVERYONE on this
installation.
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¥\ The Ft Dix. “Non-Incident”
A story of the importance of
awareness and good security
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Why Ft. Dix?

e Perpetrators videotaped perimeter of five
bases

e Dover AFB was dropped from the list because

it “was too difficult of a target because of its
high security.” (Read: RAMs)

e Knew the area at Ft. Dix via employment
delivering pizza

e Had copy of installation map
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“Saw Something, Said Something”

Terrorists filmed themselves firing automatic

weapons and calling for jihad

Asked Circuit City employee to transfer 8mm
videotape to DVD

“They looked like normal people”

Brian Morganstern viewed the tape, and thought

about whether to report it

Finally he decided to report the incident to the
FBI
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“Saw Something, Said Something”

e The Circuit City employee:
e Probably never completed AT Level I
Training
e His report alerted the FBI to the suspects,
causing them to open a full investigation

¢ YOU can do the same thing here - we
need your help!

UNCLASSIFIED



Do you exhibit
AN

OBVIOUS
ROUTINE?

Do You Make It Easy For Terrorists ?



UNCLASSIFIED

VICENZA
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Blend in with your surroundings.

Do not wear clothing or carry
items that identify your DOD
affiliation

Remain low key

Avoid places were Americans are
known to congregate

Reduce your vulnerability and

exposure:
Select places with security
Be unpredictable

Travel in a small group

DOD affiliation may identify . Use automobiles and residences
: with adequate security features
you as a potential target

UNCLASSIFIED



Hotel Security

Be sure you know how to handle:

e Reservations & Selection of Room
e Paging

e Room Keys

e Room Number

e Be Alert in Lobbies, Halls, Etc.

e Vary Arrivals, Departures, Exits and
Entrances
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Residential Security

Make periodic checks using a checklist
Lock doors, shutters, and windows

Be observant for things out of the ordinary, like
“tags” or “gypsy symbols”

Consider installing motion lighting

Know who’s coming to your house (e.g., repair

personnel)

Hide your valuables in unlikely areas!

Don’t accept suspicious packages

Consider installing an alarm system

Request a survey from the Garrison AT Oftfice
Report suspicious incidents! S5I
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Reduce risk by...

VICENZA
Milizary Community

o using deadbolt locks on all doors
o locking shutters and windows

o installing good lighting (time- or motion-sensor)
near entrances/windows

o making it look like no one’s home (when they
are)

O minimizing routines
o keeping in contact with neighbors

o reporting suspicious activity (persons loitering,
etc)
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Case Study

A
VICENZA

Milizary Community
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Case Study

VICENZA

Milizary Community

Wire used to close
driveway gate and delay
resident returning
home

Meanwhile they cut the
bolts to lift the bars and
crowbar the window
open

UNCLASSIFIED
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: e Traveling out of country?

V/JC_(_J\JL/‘\

Milizary Community

1) Complete AT Level I training prior to traveling - https://atleveli.dtic.mil/at/

2) Contact the Garrison Security Office to review Foreign Clearance Manual
compliance requirements (Ms. Clevenger); 634-8998 (for ALL OUT OF
COUNTRY TRAVEL!)

3) Setup an appt for a country brief with the Vicenza MI Det; 634-
~057/7688/8029 (recommended for ALL travel)

4) Register travel with the U.S. embassy or consulate nearest to their
destination through the DOS website at
https://travelregistration.state.gov/ibrs/ui (recommended for ALL travel)

5) Submit a memorandum for approval by the first O-6 in chain (only for travel
to countries for which the State Dept has issued a Travel Warning -
www.travel.state.gov)

UNCLASSIFIED
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Airline Travel

g X
VICENZA

Milizcary Community

Avoid routes with stops in high risk areas

Avoid delays in unsecure areas of the airport

Report suspicious/unusual activity (Remember: S5I)
Limit conversation with other passengers

Avoid long layovers

Do not fly in uniform

————
s 10 ALL GATES

UNCLASSIFIED
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In-Flight

a2 ¥
VICENZA

Milicary Community

e Sit in the middle-rear portion of the airplane

e First indications of skyjacking
e 15-60 Minutes
e Hide all military-related documents

e Show civilian identification

Sit here

ront

[T11

Sit here

=
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Suspicious Packages

VICENZA
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LETTER AND PACKAGE BOMB
INDICATORS

Mailed from Excessive

Restrictive Foreign Country Postage
Markings

Misspelled

/ e {n}'r:i_:_,_'.;-—- = Words
d 5
ghoa GEnEhcseaon L | Addressedto

ETREE ; Title Only
No Return Address Rigid or
Badly Typed Bulky
or Written
\ Sg:nge T Wrong Title
\\ Or [Fiwiel With Name
| o __-_-:”“ <
Unexpected \ _:.flﬁ-f-iif_:;‘.‘%ﬂi I
_‘__,_.-ﬂ-'—' S s i U
y.-"*‘ ']r '“ﬂ-__ L ) A
- “ [ Lopsided
Protrudmg e | opsice
Wires A H“‘ -
Oily Stains
on Wrappings
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f"" Vehicle Search Techniques
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e Reasons
e [1ime

e 5-15 minutes

e More thorough with two persons
e Familiarity with your vehicle

e l.earn what is normal

e Look for what is not normal

e Telltale clues

UNCLASSIFIED
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VICENZA

omb Threats

Milicary Community

Actions Taken:
* Remain Calm
* Notify co-workers

* Attempt to keep caller on
the phone (Never hang up
phone)

* Complete the Bomb Threat
Card

* Notify proper authorities on
different phone

Department of the Treasury
Bureau of Alcohol, Tobacco & Firearms
BOMB THREAT CHECKLIST

b
Qs |

1. When is the bomb going to explode?
2. Where is the bomb right now?

3. What does the bomb look like?

4. What kind of bomb is it?

5. What will cause the bomb to explode?
6.  Did you place the bomb?

7. Why?

8. What is address?

9. What is your name?

EXACT WORDING OF BOMB THREAT:

Sex of caller: Race:
Age: Length of call:
Telephone number at which call is received:

Time call received:

Date call received:

CALLER’S VOICE

O caim [ Nasal
[ soft O Angry
[ stutter O Loud
[ Excited O Lisp
[0 Laughter [ slow
[0 Rasp [0 crying
[ Rapid [ Deep
[ Normal [ Distinct

[ Slurred [ whispered

[J Ragged [ Clearing Throat
[ Deep Breathing [0 cracking Voice
[ Disguised [ Accent

[ Familiar (If voice is familiar, who did it sound
like?)

BACKGROUND SOUNDS:
[ street noises [ Factory machinery

[ Voices [ Crockery
[0 Animal noises [ Clear

[0 PA System [0 static

[ Music [ House noises

[ Long distance [ Local

[ Motor [ office machinery
[ Booth [ Other (Please specify)
BOMB THREAT LANGUAGE:

[ Well spoken (education) [ Incoherent

O Foul [0 Message read by
threat maker

[ Taped [ Irrational

REMARKS:

Your name:

Your position:

Your telephone number:

Date checklist completed:

ATE F 1613.1 (Formerly ATF F 1730.1, which still mav be used) (6:97)

AIE F 16131 (Formerly ATF F1730.0) (697
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A. Stop what you're doing

B. Do not touch a suspected
device

C. Call the MPs BUT do it well
away from the suspected device
and DO NOT use a cellphone!

SSSSSSSSSSSS
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FORCE PROTECTION
CONDITIONS SYSTEM
(FPCONS)

Suspicious activity
reporting influences the
FPCON level!

SSSSSSSSSSSS
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FPCON Measures

VICENZA

Milizary Community

Charlie

Bravo

Alpha

UNCLASSIFIED
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FPCON Bravo
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What does it mean? The threat picture is clearer
yet still unpredictable.

What should you do?

- Continue practices from FPCON Alpha

- Do not panic - there is no immediate danger

- Expect delays entering post

- Ensure children understand emergency measures and carry
identification

- Only accept expected home deliveries
- Check vehicle for tampering (doors, gas cap, etc)

- Continue monitoring AFN for news and info
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FPCON Charlie

Milicary Community

What does it mean? The possibility of terrorist action against U.S.
interests is greater

What should you do?
- Continue practices from FPCON Bravo

- Monitor AFN for info as to when to pick up children from schools,
day care centers; don'’t rush in

If you're at a crowded facility (e.g., PX, Commissary) leave for home
quickly but orderly

- Make sure someone knows your plans if you must travel; be
prepared to evacuate if necessary

- Report unusual activity immediately to the MPs (you may be
contacted for more information by MPs or VMID later)
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FPCON Delta

Milicary Community

What does

it mean? Something has occurred to

warrant increased security measures.

What shou

- Continue

d you do?

bractices from FPCON Charlie

- Monitor AFN and follow guidance

- Keep emergency numbers readily available

-Remain calm and don’'t make unnecessary phone

calls

- Accept no

deliveries at home
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Let’s Keep One of These Things

. E »
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Military Community Unlilce the Others

Caserma Fort Hood, TX Virginia Tech
Ederle University
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Know Your Friends
AND Your Enemies

“I am going to do something for God
today.”

MAJ Nidal Hasan (to his neighbor on the day of the Ft.
Hood attack)

“If you know yourself but do not know your enemy,
you will sometimes meet with victory, sometimes with defeat.
If you know your enemy but do not know yourself,
you will sometimes meet with victory, sometimes with defeat.
But if you know yourself and you know your enemy,
you will be victorious on a hundred occasions.”

Sun-Tsu
(The Art of War)
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QUIZ

VICENZA

Milicary Community

1. What are the two key elements that are vital to giving a report?
A. accuracy and timeliness

B. neatness and brevity
C. brevity and timeliness
D. accuracy and detail
2. When should you report suspicious activity?
A. within one week
B. after you witnessed the same event at least 3 times
C. only during business hours
D. immediately

3. Which of the following would qualify as an emergency situation?
A. a suspicious neighbor moving out
B. many foreign visitors at a neighbor’s home

C. someone making negative comments about the United States of America

D. a man parked an overloaded panel truck in a no parking zone in front of a barracks and ran
4. When reporting a vehicle, make sure you include:
A. make and model

B. color
C. body damage
D. all of the above

UNCLASSIFIED
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¥ "‘ What Should You Report
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d Potential threats of acts of violence

d  Anyattempts to gain unauthorized access to
USAG-V installations and buildings

d Suspicious or unusual interest in USAG-V
security procedures
d Attempts to obtain personal information on

USAG-V personnel by unauthorized persons

J Inappropriate photography or videos, note-
taking, drawing of diagrams, annotating maps,
using binoculars or night vision devices

4 Anything you find suspicious, unusual or
“JUST NOT RIGHT”

UNCLASSIFIED



How can you report?

e Log on to the USAREUR Portal -

http://www.eur.army.mil/eureport/default.html
e Military Police - 0444 71 7626 (DSN 634-
7626) or Toll Free 800 064 077

e Vicenza Military Intelligence Detachment
(VMID)- 0444 71 7688 (DSN 634-7688)
(during duty hours)

o After hours - 331 117 2142
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Suspicious Activity Reporting Portal

VICENZA

Milicary Community

Quick Links

Home

Repost Suspidious USAREUR Reporting Portal

Military Police <«

Counterintelligence To report an <’{‘,Iick here to access [ 2

imminent threat or crime in progress, reporting templates<

please immediately contact
the Military Police Office by dialing DSN 114,

OR

host-nation law enforcement by dialing commercial

in Germany or Netherlands: 112
In Italy: 112 or 118
Education: In Belgium: 112 or 101,

Law Enforcement

Otherwise, to report suspicious

activity Click HERE

Grab your own
iWatch/fiSalute Report Button!

http://www.eur.army.mil/eureport/default.html

Problems with the portal?
Let the webmaster know.
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"Don’t Keep Your Suspicions to Yourself!
They Didn’t
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Brian
Morganstern

HANNITY & L OLMES
ML MAN WHO SLEW THE WHE T
ON P DX S BRsaki N :ssum

Duane Jackson L ange_()rmn
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Conclusion
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"What people in the West simply don't understand

is that we love death even more than they love life."
-Osama bin Laden, FORMER leader of al-Qa’ida,
November 1996

QUESTIONS?
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&) CERTIFIES THAT GQ

N4
& Your Name ®

HAS SUCCESSFULLY COMPLETED

ANTITERRORISM LEVEL I TRAINING
AND IS HERE WITH AWARDED THIS

Certificate of Training

Cart O. Jwrner April 29, 2013

Installation Antiterrorism Officer No. 12-0517




